Steps of simulator installation

1) Copy DataDiode directory from zip file Simulator.zip to this path: C:\Program Files
(x86)\Westinghouse Nuclear\

2) Open command line as Administrator and go to the path C:\Program Files
(x86)\Westinghouse Nuclear\DataDiode\bin\ and execute the following:

DnLogger.exe -i
DnManager.exe -i

3) Setthe System (not User) variable DN_HOME pointing to the base directory - C:\Program
Files (86)\Westinghouse Nuclear\DataDiode

Environment Variables

User variables for rhe6739

System Properties X Variable Value
ASV_JRE C\Program Files (x86)\Java\jre-1.8\bin
Computer Name Hardware Advanced System Protection Remote OneDrive C\Users\rhe6739\OneDrive
Path C\Users\rhe6739\AppData\Local\Microsoft\WindowsApps; C:\Us...
You must be logged on as an Administrator to make most of these changes.
TEMP C\Users\rhe6739\AppData\Local\Temp
Performance T™MP C\Users\rhe6739\AppData\Local\Temp
Visual effects, processor scheduling, memory usage, and virtual memory
Settings...
User Profiles New... Edit... Delete
Desktop settings related to your sign-in
Settings... System variables
Variable Value A
Startup and Recovery ComSpec C\WINDOWS\system32\cmd.exe
System startup, system failure, and debugging information
DriverData C:\Windows\System32\Drivers\DriverData
Selings.. FLEXLM_TIMEOUT 1000000
NUMBER_OF PROCESSORS 8
Path C:\Program Files (x86)\Common Files\Oracle\Java\java8path;C:\P...
PATHEXT COM:EXF: RAT..CMD:VRS:. VRF:. IS ISF. WSF WSH: MSC v
OK Cancel Apply
New... Edit... Delete

4) Open Task Manager and go to the Services tab.

5) Find installed services DD Logger and DD Manager and start them.

6) Inthe directory C:\Program Files (x86)\Westinghouse Nuclear\DataDiode\bin\ open
DnMonitor.exe

7) Inthe shown window, there is a list of configured datalinks



Simulator configuration example

All configuration files are in the path C:\Program Files (x86)\Westinghouse
Nuclear\DataDiode\etc\

Configuration files content example:
applications.cfg

#0ne line defines execution of one datalink with name, exe-file and
configuration file

1 _204Y_PFS, DnModbusMaster.exe %DN_HOME%/etc/1_204Y_PFS.cfg

1 204Y_PFS_100MS, DnModbusMaster.exe %DN_HOME%/etc/1 204Y_PFS_100MS.cfg

One line defines execution of one datalink with name, exe file and configuration file.

1_204Y_PFS.cfg

LinkName : 1_204Y_PFS

GroupFile : %DN_HOME%/etc/1_204Y_PFS.group
WatchdogTimeout : 10

DeviceType : TCP

ServerAddressP :1.0.0.1

PortP : 6000

ExecutionInterval : 1000
ModbusExeInterval : 1000

LoglLevel : 3

AlarmPoint : 1HT39P113B1_PFS_MOD

1_204Y_PFS_100MS.cfg

LinkName : 1 _204Y_PFS_100MS

GroupFile : %DN_HOME%/etc/1_204Y PFS_100MS.group
WatchdogTimeout : 10

DeviceType : TCP

ServerAddressP : 1.0.0.1

PortP : 6000

ExecutionInterval : 100
ModbusExeInterval : 100

LoglLevel : 3

AlarmPoint : 1HT39P113B1_PFS_MDF



1_204Y_PFS_100MS.group

#/GROUP, Name, Num, SlaveNum, Cmd, Format
/GROUP, PFS_100MS, 1, 1, RHR, 2

#Point, RegAdrs, DataType

1YCooxeol , 519 , FLOAT
1YC00X002 , 522 , FLOAT
1YC00X003 , 525 , FLOAT
1YCOOX011IN , 528 , FLOAT
1YCOOX012IN , 531 , FLOAT
1YCOOXO13IN , 534 , FLOAT
1YCOOX901AVG , 537 , FLOAT

Note: Format 2 means transfer also quality in addition to value. In this case one point with record
type FLOAT takes 3 registers (floating point number takes 4 bytes - thus 2 registers, and one register
is for quality information).

Highway.spd

1RA01T001 ,A
1RA01P0O01 ,A
1RL21T002 ,A
1RL22T002 ,A
1SE83MW A
1RLO1TO01 ,A
1RL26T002 ,A
1SE83WSR , A
1RA04T001 ,A
1SE04P010 , A

1HT39P113B1_PFS_MOD, D

In the file highway.spd must be all points which are defined in cfg and group files.

The letter “A” means analog point, “D” digital and “P” packed.



Datalink functionality and point values and qualities

GUIl example:

| Data Diode Monitor - UDG 4.2.4 - O X
Host Name: l:l Point Viewer Start Stop
PID Name Countdown  Zrror Actior Status Message ountt Log Level
9124 |1 204Y PFS 10/10 | 0 | Connected | Thread P running loop 405
49838 1 204Y PFS 100MS  10/10 0 Connected Thread P running loop 3702 3778 3: Error

Point list example:

L] L DG 4 - O =
|
Na\r’ﬂe Type Yalue Quality
1TV700002 Analog LA 7.66 Good
1TV70Q003 Analog LA 19.98 Good
1TV700004 Analeg LA 96.01 Good
1TV700003 Analog LA 352 Good
1TVTOQ006 Analog LA 2416 Good
1TV700007 Analog LA 0.62 Good
1TVA3F001  Digital LD 1 Good
1TVE3F011 Digital LD O Good
1TVE3F021  Digital LD 1 Good
1TVE5F031  Digital LD 1 Good
1TVESFO41  Digital LD 1 Good
1TVE3TO01  Digital LD O Good

Also, it is possible to run Modbus Master from command line in the “bin” directory with various
levels of debug. Here is an example of command with debug level 8:

DnModbusMaster.exe -d 8 ..\etc\1_204Y_PFS.cfg

Detailed information about datalink functionality is then written in the command line.




